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http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_details.html#member_security_group
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
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| Create Network Interface Detach Actions v o &

Q, | search : 172.16.0.63 J ] 1to1of1

@ Name ~  Network interf, + Subnet ID ~ VPCID ~ Zone ~ | Security groups -~ Description ~ InstancelD

ld eni-68b53313 subnet-27acc642  vpc-3910825¢ us-west-2a d-926739d5dc_work...  Created By Am...
Network Interface: eni-68053313 _N_}+

Details Flow Logs | Tags

Network interface ID  eni-68b53313 SubnetID subnet-27accB42
VPCID vpc-3910825¢ Availability Zone  us-west-2a
MAC address  02:54:00:12:28:15 Description  Created By Amazon Workspaces for

AWS Account 1D ——
Security groups  d-926739d5dc_workspacesMembers, Owner ID _
WindowsRemoteAccess-SG . view
rules

Status  in-use Primary private IP  172.16.0.63
Private DNS - Public IPs |
Secondary private IPs - Source/dest. check  trug
Attachment ID  eni-attach-f7bb4c00 Instance ID -
Attachment owner 180699916525 Device index 1
Attachment status  aftached Delete on termination  false
OwnerID 180699916525 AllocationID -
AssocationID -

E 12 : B RS

£ Amazon WorkSpace ffiiiRmiMEE (C: REhEA%) FOEER SRR (D: R
1#) - 0% WorkSpaces IfjfE r] s A 08— EERNE I 5 [E F 2 WA (B AR 1 -

Uh e I R 2
FHREREFIVER] » BRAREAVRAEE 1/0 » RN HERE S T Ay PRI S # & % -

Al BF R T 2

R ELEELE) (F:17) WorkSpace 15 = WorkSpace HYf1% - WorkSpaces FZREE H
BEMERIENIS hI%E © BB % (A P 88 AR I N &R ARG - 8 13 R Amazon
WorkSpaces T HIA @ RI{ERLE)HTHY WorkSpace 222 £ /1% -

Launch WorkSpaces

Step 1: Select Directory Encryption

Step 2: Identify Users ‘You can choose to optionally encrypt the storage volumes in your WorkSpaces. To configure volume encryption you need to use KMS keys in
your account. You may use the I1AM console to create additional KMS keys. Te learn more about encryption on WorkSpaces, please see our

Step 3: Select Bundles documentation here.

Step 4: WorkSpaces Configuration Q

Step 5: Review
Username - Root Volume (C: Drive) Encryption User Volume (D: Drive) Encryption Encryption Key

Admin alias/aws/workspaces B

& 13 : 1% WorkSpaces FZiEE

- amazon
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Y WorkSpace #a[ a5 ?

AT ¢ Amazon WorkSpaces T2 55 AWS CLI 4% Encrypted WorkSpaces 7
TH - BV AE R EHT WorkSpace B Amazon WorkSpaces API -

e AEELRS » Amazon WorkSpaces {# AWS Key Management Service (KMS)
&P a8 (CMK) - 7HE¢HY AWS KMS CMK &7 HithlE (CMK A&
[E) B XE(E) WorkSpace BT - ol @i Z FEHAY CMK » DL INE
WorkSpaces - CMK R IIEE R 5@ » Amazon WorkSpaces %A % i@
AR Bk AkER » ¥ H Amazon Elastic Block Store (Amazon EBS) AR/
FRAEEE) o B CMK & o] AR 1% 8% 30 il WorkSpaces HY <5 °

AR BRI IRy WorkSpace @17 HETHLE: - 40 - 1EBUAH
MRREEREIE 1% T BUEhiy WorkSpaces i 1] At 75 22— ([N 1] 58 A%,
e -

Y% WorkSpaces fIZ5RFZHYVEFANEREH » 5522088 Overview of Amazon WorkSpaces
Encryption Using AWS KMS - 4158 AWS KMS % F ¥ &g Bkl & ianstama
=R > FH22Bd AWS Key Management Service Concepts
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http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html#services-workspaces-overview
http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html#services-workspaces-overview
http://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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i Amazon CloudWatch E5f2Eal =0 $F

B S S~ (A o5 2 H 58 S B R B A R BB AY —JH I AE © B8 Amazon
WorkSpaces Hy%& FHREERIZELE - TTHEHEESE WorkSpaces HyEEAGIE(E
BB SHINAR -

WorkSpaces 17 CloudWatch #5035 B 575 A M7 % WorkSpaces Hy%ELgE 15
{RBLHEGHIRER - FEIE R K E WorkSpace 2t - B0t ¥ 40 &R & H SN P A 1Y
WorkSpaces [E4&HEE{E (AD Connector » ;522475 757) °

ERFTAHY CloudWatch 52 —#x » ELFEEET A AWS BEE T 5 (18 13) Ataf -
%48 CloudWatch API 77HY » DA 4% ClondWatch %5 RERES = 5 T HEfTE % -

Title: ConnectionAttempt (Count), ConnectionFailure (C =~ Sum v 5 Minutes ~ I

1

(=T T N - =
(ST R N R ]

7/08 7/08 7/08 7/08 7/08 7/09
19:00 20:00 21:00 22:00 23:.00 00:00
Left axis units: Count Right axis units: Count

[ ConnectionAtternpt [B] ConnectionFailure [ ConnectionSuccess

14 : CloudWatch ${5f&Z — ConnectionAttempt/ConnectionFailure

FRIBTHRY > NYIEIE RRAIRRE H e Ee B A

o Available : [E|fEiRFEMR ) WorkSpaces &5+ AILFERE -

e Unbhealthy : R[0]fE[E—{RE&% 7R WorkSpaces &5+ AFLFERTE -
e ConnectionAttempt : (#4375 WorkSpace AYZ# -

e ConnectionSuccess : EziH 43 H R E -

e ConnectionFailure : E LA AT REL -

e SessionLaunchTime : E#) T {E[&E:FT{EAYEEE » /& WorkSpaces &
Il

amazon
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e InSessionLatency : {£iX WorkSpaces A Firfl WorkSpaces AR -
7€ F P fl & 5z [a] iy -

e SessionDisconnect : i {# & RE) H B #hRARAN IEFEELEH -
BEsh > o AETER > A0 15 A o

Create Alarm X

1. Select Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provice the detalls and threshold for your alarm. Use the graph on the right 1o help set This akarm will trigger when the blue line goes up
the appropriate threshold, 10 of above the red ine for a duration of 15
rinules
Name: WS- Connection-Fall-Alarm-d-926731
ConnectionFalse >a 1
Deseription: | Connection failure when signing into v 125
Whenever: ConnectionFailure o
0s
8 | sm &1 Bas
" —_—
for |3 consecutive periodis) TR 708 708
200 200 3
Actions Nomespace: AWSWorkSpaces
Define what actions are taken when your alarm changes state. Directoryld:  4.026731b5¢S
Noification Ll Matric Name: | ConnectionFailure

‘Whenever this alarm:  State is ALARM

Period: 5 M b :
Send netification 19 | Select a notification list 3 | Newlst Eviorist @ =

Statistic: sum

+ Motification + AutoScaling Action

ot v (Y

15 : Z17 WorkSpaces #H4R#E:2AY CloudWatch Z5R
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2 E

"IER TN YIsEREE ¢ TAEE s A S WorkSpaces sEFARTS 5 B¢ A AR
2H O 8 & AEIERY WorkSpace ; | HYZE B FE 3 81 = Iy i 78 7] 48
Amazon WorkSpaces Administration Guide 1Y Client &1 Admin #[&Ez2E 5 E
Fegl -

%2 5# AD Connector iR EHUSHIE Hik » BUGHLE AR A KAS 0= ARy 2
PHBRHGE VPC TP Ri{ET-4dEsHY CIDR M (5525 AD Connector) 75 % MEE
BB - ST NYIDER -

1. {£ VPC ri#) Windows #h{T{E#Z - 17574 RDP BLEHLR - HERPERRHE
VPC T A - hdT -

2. TE#E{If#EE4E DirectoryServicePortTest JHIEIERTRER o E & FiGnEH
Visual Studio HZAE » WARFTZEELOHEERE -

3. 1 Windows f<HEn |~ 0 A YR T DirectoryServicePortTest Iz,
JERES

DirectoryServicePortTest.exe -d <domain name> -ip <server IP address> -tcp
"53,88,135,139,389,445,464,636,49152" -udp "53,88,123,137,138,389,445,464"

<domain name>

% 35/37 H

<domain_name>

o 2 ERRHTABI TS - FIR A 2 SRR A, - 0 SRR 48 - [
EHI A -

<server IP address>

RSB T I R IP bk o ELEHRAE ST S IE TP b T - Z05RFE
P IP #thhl > (FA G HEUE R -
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http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/prep_connect.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/connect_verification.html
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EEATE VPC & A [ G s Bz iR - HISUE R SR BRaa ol S Bl e Isii i
EIhRE ek -

Amazon WorkSpaces i 2015 & 10 H#iH, T Connection Health Check 4k -
Pt v] Pt i & S S UG EH WorkSpaces fEZERYFTAIRES oML g ¥
WorkSpaces ZE{EH&E AWS &IBENTRUEE A » {0 FH 72 1 (] I dak {5 A A
ACH IR -

T2 A
w1 DH:H

WS > HEBARETEIIN TR EZEE - EERRE - DURED TEEREALE
71> Rt A& B e > 55 2 RIS a &) - PSR EER TR ES
W] SHEE AT B EE L - R EEEFE S Amazon WorkSpaces #Y AWS
Btk - AHERERENE T/FERENRE I EER - SO ERFEALEN S
B2 iR > [EING Ry TR SR TNV R - B MRS 3E T ~ UM E
HEFTFHL

Amazon WorkSpaces HYSGT A HGEHAH IT HBRE - MAHESRH T

HEITROGIREES - AEERASEETHER] > Fe T ariA8zs =5
PREm A EAVEE - BESERRAE AWS ZEREMEAE DA -

{EEEE

A I SE A E AT -

e Justin Bradley - Amazon Web Services fi#; 11 17 ZEZ2REET
e Mahdi Sajjadpour » AWS B2 7454 28 RARM

e Mauricio Munoz ° Amazon Web Services &1 17 ZZE5ET
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https://clients.amazonworkspaces.com/Health.html
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YN
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e Troubleshooting AWS Directory Service Administration Issues

e Troubleshooting Amazon WorkSpaces Administration Issues

e Troubleshooting Amazon WorkSpaces Client Issues

e Amazon WorkSpaces Administration Guide

e Amazon WorkSpaces Developer Guide

e Supported Platforms and Devices

e How Amazon WorkSpaces Uses AWS KMS

e AWS CLI Command Reference — workspaces

e Monitoring Amazon WorkSpaces Metrics
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http://docs.aws.amazon.com/directoryservice/latest/admin-guide/admin_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_troubleshooting.html
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/admin_details.html
http://docs.aws.amazon.com/workspaces/latest/devguide/
http://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_help.html#client_list
http://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html
http://docs.aws.amazon.com/cli/latest/reference/workspaces/index.html
http://docs.aws.amazon.com/workspaces/latest/adminguide/monitoring.html

