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Online video streaming today

 FI1TV journey with AWS

« Media processing AWS Elemental services

« Delivering global scale video streaming events with Amazon CloudFront

« Secure media delivery at the edge
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Video services landscape

Video subscriptions growth predictions by 2025*

1.1 billion 1.6 billion
(0.1% growth) (103% growth)

P

*Omdia TV & Online Video Intelligence Service
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Viewing experiences are changing

Traditional content Interactive watching experience
Passive experience Engaging and personalized video
streaming services
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What makes online video streaming work?

Venue

=

Video library
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Ingest
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Overview of AWS Media Services

A

5
AWS Elemental
MediaConnect

Live video
transport

(=l
Live video [[] | e
workflow !I % AT El.emental
Live
Live channel o . .
n-premises encoding
source
|
Video- oooo @
on-demand workflow @ -
Amazon S3
0000
. Storage
Media source &
HIES
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AWS Elemental
MediaConvert

File-based
video processing
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Devices
N

|
AWS Elgm_ental AWS Elemental Amazon
Medialive MediaPackage CloudFront
Live video Origination and CDN
processing JIT packaging
N
AWS Elemental AWS Elemental
MediaStore MediaTailor
Media-optimized Personalization
storage and origin and monetization
| |
=
=5/
AWS Step Amazon S3 Amazon
Functions CloudFront
Workflow VOD origin CDN




F1’s digital products c
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ﬁl Latest v Video Schedule v Standings v Drivers v Teams v Gaming v Live Timing

Formula 1l
« Web, iOS, Android

F 1TV 6 Winners and 5 Losers from the
Mexico City GP - Who kicked off

« Web, iOS, tvOS, Android, Google TV, Fire s il
Tablet, Fire TV
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“6m-9m
“3m-6m
B1m-3m

W 250k - 1m
B 100k - 250k
B 50k - 100k
B 10k - 50k

B < 10K

F1’s global audience

71 million unique IP addresses across 240 countries in September, 2022
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When lights go out

Video Play Requests

* Inthe 10 mins prior A

= Play requests served > peak / \
concurrent users f

=  40% of all requests during J
the race are handled e

/,...w"

 Inthe 2 mins prior to
opening sequence

I I I I I I | I I 1
1:00 PM 110 PM 120 PM 1:30 PM 1:40 PM 1:50 PM 2:00 PM 210 PM 220 PM 2:30 PM

Concurrent Viewers

= 30% of peak viewers join

~ cebete sessssesttettentesttog
. o S500000000000900000s00ete¥ T " i
« At lights out /-»-*-‘“'
= Concurrent users reaches /
76% of peak /
’—".‘....".’V %
1Dz-sn PM 240 PM 250 M | 100 PM 110 PM 120 PM 130 PM 40 PM 150 PM 200 PM 210PM 220 P
: : : : -

|
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Global Video QoS Metrics

Video Bitrate

Consistently ahead of So—

industry averages for QoS -]
. e d
metrics
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Country Rebuffering %

Belgium 0.28 .
Brazil 0.38 Rebuffering %

Canada 0.27 08%
Finland 0.25
France 0.43 o

Germany 0.32
Mexico 0.42 A
Netherlands 0.23 M M"‘“"’WW

Sweden 0.18 025
United States 0.26

—————— Industry Average

0%
[ [ [ [ I | ] [ I [ | | ] | | I | 1
12:30 PM 12:35 PM 12:40 PM 12:45 PM 12:50 PM 12.5% PM 1:00 PM 1:05 PM 110 PM 115 PM 1:20 PM 1225 PM 130 PM 1:35 PM 1:40 PM 145 PM 1:50 PM 155PM  2:00..
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Content protection

Stream tokenization and DRM are both employed by
F1TV; both processes require per-user executions

* Solution had to be performant and scalable,
accounting for massive spike in traffic at the start of
session

* F1 worked with the AWS product team on a pre-GA
service, now called CloudFront Functions, that
allows token validation to happen truly at the edge,
with each taking substantially less than 1ms

* We have seen function invocations regularly exceed

1230 13:00 1330 14:00 1430 1500 1530

many tens of millions per minute " Startoftherace
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Live Content Lifecycle

Opening Sequence Closing Sequence
| |
g@@p@ Unavailable | Live i Replay Replay
P (M - >
i | Pseudo VOD
O O Ops | Live | Full-Event-Replay Full-Event-Replay
% Preview-mode ; ;
| 1
Pre-live Activity Make Live Trim Move to Pseudo FER Move to FER
Started Channels Set status to live Trim to new start-point Set trim marks Trigger harvest jobs
Asset and all streams & Verify availability & playback Set status to P-FER Set status to FER

functionality verified
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Content lifecycle management

BER =
o
LIVE EVENT

dws
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Live video
processing
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transport
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AWS Elemental
Medialive

Live video

processing

Live-to-VOD harvesting ‘ ‘Z
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Amazon S3

Object storage

%
4

&3

AWS Elemental
MediaPackage

Live origination
and JIT packaging

2

AWS Elemental
MediaPackage

VOD origination
and JIT packaging

Ingest Live-to-VOD harvest
as a VOD asset

Amazon
CloudFront

Content
delivery network

Pseudo replay through live
’ URL with start and end query
string parameters

Live playback through

. default live URL
BN

DISPLAY DEVICES

Full event replay
through VOD URL



Resilient live workflows

Venue contribution

—a||[[€3 —

IP or HD-SDI

Contribution
stream A

‘H! Cloud

| == AWS Elemental
¥ Live

1
UDP/TS with |
timecode sync |

—| =] AWS Elemental
7 Live

* Redundant ground contribution

* Timecode-synchronized RTP/FEC
mezzanine streams

dws
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Contribution
stream B

Region
Primary ABR stream A on
ingest primary ingest
endpoint endpoint
[E— ]
> (% > O\ e
ODO failover
+ Synchronized
RTP/FEC AWS Elemental encoding
Medialive pipelines
\\) > Live video ;
/ O processing O
SeFondary ABR stream B
ingest on secondary
endpoint

ingest endpoint

9. AWS Elemental

&3

MediaPackage

Live origination

and JIT packaging

HLS endpoint (]
9
DASH endpoint
@ Amazon
CloudFront
CMAF endpoint
()\ Content
\/J delivery network

o[y

DISPLAY DEVICES

Two distinct but locked cloud
transcoding pipelines

Aligned HLS ABR renditions, based
on input timecode

* Packaging with input failover, transparent
to the player

* Single playback URL




Content protection with SPEKE

28

A

DRM license request

“ Audio key

* Video key

>

88%

Viewers

C)

Video player

V'

Encrypted live contents

Operators
v
v v v
SPEKE v2.0 SPEKE v2.0 DRM Platform Key
X-509 request request Provider
certificate ......................................................................................................... } 4
Pkl =

“ Audio key “ Audio key

AWS Certificate AWS Elemental ‘- Video key Amazon “ Video key

Manager MediaPackage API Gateway
. AWS Identity and Access
AWS Cloud Region Management (1AM)
Encrypted live contents P—
Amazon CloudFront
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7




Advanced metadata with KLV

o

End users can select in the

‘ player interface which data
points they are interested in
visualizing

n q [ | [ ]
Live video Contribution encoder o
signal . produces SBR linear TS F 2 @ _A
Q0
I with KLV metadata « ht —|
g AWS Elemental | —> | AWS Elemental | —> Amazon
Portable MedialLive MediaPackage CloudFront [=Ehs:
Telemetry encoder Live video Live origination Content ok i
as KLV stream processing and JIT packaging delivery network DISPLAY DEVICES

e

QACE N\ — ® SPORT QACE
("Ace ) “l ("Acz ) -
Telemetry data points:
Gear
Speed
Steering

Engine temperature
Fuel tank level

Fuel remaining laps
Tire pressure

dws
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Selected KLV telemetry
data points are
overlayed on top of the
video

MediaPackage encapsulates KLV
metadata into MP4 emsg boxes
for DASH or HLS/CMAF streams

Medialive produces
ABR HLS/TS with KLV

KLV = Key-Length-Value, a flexible binary metadata storage format optimized
for intensive data transport

* KLV metadata messages are synchronized to video frames

* Specific KLV dictionaries per sport can (and should) be created to standardize
metadata streams and facilitate player implementations
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Amazon CloudFront global footprint

410+ PoPs in 90+ cities across 48 countries
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Serving largest scale events with CloudFront
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Serving largest scale events with CloudFront
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Serving largest scale events

* Dispersing the load through the
traffic routing

* Promoting popular objects to L1

cache
28 g
4‘& aq A * Collapsing requests for simultaneous
€<5&%& et requests
Tga as
N * Mid-tier regional edge caches
/8&%8&% ga ¢ Origin Shield to maximize origin
<£% 8%& offload
on
28 485
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CloudFront architecture with Origin Shield

Amazon CloudFront
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aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7



F1TV impact on the origin offload

Cache Hit Ratio
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Token based access control (tokenization)

53) CloudFront

\ 4

A

[o]
® |=le

A

GET /videol/index.m3u8

S— User-Agent: Chrome.101 —
Referer: http://video.com
X-sessionId: abcdl?2
srcIP: 1.5.7.2

validate signature

Expired?

Claim path covers request URI?
L | Headers match?

QueryString match?

Source IP match?

Country of origin match?

Claims:
User-Agent: Chrome.101

qiéinnn] X-sessionId: abcdl2

__~> | Path: /videol/* —
4]
Exp: 1653240758
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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http://video.com/

Restricting access considerations

Scoping down access to video assets
* Path pattern unique to video asset
* Challenge with path variance

/vl/ /b3dae6b]...]cfa640/StreamingTest-HLS/index.m3u8

/vl/ /b3dae6[...]cfab40/StreamingTest-HLS/bf18ea59-[...]-b695f1d1270a/2.m3u8
/vl/ /b3dae6][...]cfa640/StreamingTest-HLS/bf18ea59-[...]b695f1d1270a/4/1136351
Jout/v1/df069e9593304746afc28eb0117f2dbd/index_2 1136317.ts?m=1646863308
/tm/b3daebbl...]cfab640/bebgigkby5etzpgwfswpbjgccyu7c7ve/asset_720 4 4 00007.ts

\ o

******
[

o~
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Viewer attributes to limit token usage

Viewer IP address
User-Agent

Referrer

Session identifier

Country or region of origin



Secure media delivery at the edge

Overview

AWS Lambda
Amazon API| Gateway

>(N)——

Amazon DynamoDB
(video assets)

Store secrets

Key rotation

Token AWS Secrets
—_ generation
—| ¢ _ Manager
— ® AWS Step Functions
EE
- & oooo
Video application Token > @
validation
0000
Media origin
Amazon
CloudFront
aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Secure Media Delivery at the Edge on AWS

&k

Easy-to-Integrate

An open, extensible
path-based token
implementation, which
comes with zero client-side
integration dependencies.

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Performance & Scale

Leveraging CloudFront
Functions, token validation
can seamlessly scale up to
support millions of
concurrent requests, with
sub-millisecond code
execution times.

&

Powerful Automation

Key rotation and unauthorized
session revocation can both be
automated, offloading
operational dependency from
your team.



Automatic Session Revocation
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Secure media delivery at the edge

Overview

Token
—_ generation
"I -
== @
- p
N
Video application Token

dws

N7

validation

. Rule Group
Session

revocation
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Amazon API Gateway

Key rotation

AWS Lambda

Amazon DynamoDB
(video assets)

Store secrets

AWS Secrets
Manager

A4

®

Amazon
CloudFront

AWS WAF  AWS WAF

Amazon DynamoDB
(revoke list)

Near-real-time logs

Amazon Kinesis Amazon Kinesis

Data Streams

Data Firehose

Media origin

AWS Lambda

Amazon Athena

Amazon S3



Thank you!

James Bradshaw Kamil Bogacz Nicolas Weil

jbradshaw@f1.com bogaczkb@amazon.com nicoweil@amazon.com

&ﬁﬁ_ﬁﬁi% Please complete the session survey

in the mobile app
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