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What is Ransomware?
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https://www.ipa.go.jp/security/anshin/measures/ransom_tokusetsu.html

BHREFI1VUTr 10 XBREL

! SO LADITICKDBE O EiEIH
2 HISAFI—>DBRZzBRAUCKRE 655 & 60 H
3 NEPARE(C KD IBEHRTR NEFDEE O E#9mH
4 B BIINEE (C K D HEERIBIRDEFER O E#H9mH
5 BIED O S ADORRMAIZESRE(TEOT 1 HE) 3FEHR3EE
6 RERBICLDBHRB/AVEFOHE 655 & 7O H
7 AESS X SRIBIERD AR (C4F D BB ZEeSE R A=
8 ESRRAA—)LFERRIC K DR E 7&K 7E B
9 L DO—0FD_1— ) —XILR@EErZHE> EIRE 4 E 40 H
10 PLIFROEZSR (7T -T2 RY—EX) 2 E 4O H

BHRF2I T 10 KBRL 2024(IPA)
https://www.ipa.qgo.jp/security/10threats/10threats2024.html

aWS, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://www.ipa.go.jp/security/10threats/10threats2024.html

EADS YL 7OEEWMERITIEMER,
FXBERICERZREFTERIRELTLS

140
120 114{% 116{%

100 HARERTIOYADI D EE R G e
80 - %&(ibt-aﬁﬂ
60 . EBYIREIEIZTLAOME (2023F78)
1%
R3F

|I|n|

40 - THOEEEEIRATA (20234F3H)

Lo
o

o

R3 R4k R4TF
ﬁ#%l-b 155 oYLt 7THREOREHH

ZERTHAN-ZEF | AN\ -FBROEEOBE AL CHRTRET<ikEZ2023
https://www.npa.go.jp/bureau/cyber/pdf/20230406_2.pdf

aws
~—




S2YLAUIZICLDI7MIDIESIE

\ \ R L 1=K K 12 B8
) ) . EDT741L Ayt—T%
. EBEILT F=n

REUAETOT S LMK EDT 71 ILZESIEL. Btz 7L ZzES T3S
KOO CEEZZILDKDICEKRT D

aWS, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



RS Y LADIT 7 ORRGERE ()

J7 1 )LDESAL

$ ey E2ZAl = =
RERUTztioR ERL IS
RS

B

MERCXETS | e Folders

: Client Documents
BEZ1E—-LUT %

B Dl R A\ Rk L Servers

—=

Client
Storage

aWS, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



RV PMI)—DZNUTRERIDISHLADITD
gz (f1)

TEORERY D -2
T —SDIESAL
D Servers
—=
Gient &) @ @
T % Databas Database

Wt % B >
- - 7 .EE!I RERDIEA

IS

>E
IS HOHETEA

Evil Actor

aws
~—



FENZRDOIES Y LAD I OREER

BEZ5—45wv b
AERBREZDT U CRESEZTIEE SRAFINAR CRCH—)\— & iEB1E
~—JL LB

WEXROBE MHRANS Y ALAD T ZIXDIAD

EERDEK

RREEDILK

MREHEL. MIAEMDZFAL CTIREZLENTET,
DFED, CNERENLD 1) \—IRZE L ERODZRREAZDE

aWS, © 2024, Amazon Web Ser affiliates. All rights




;—KgAwﬁ%J

u:—\

aWS © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved



TFIVUFTFAHWRDSEB(CITDIHA RS>

B8R [IRDOAA RS2/ T —LAD—D/XEZSE(CEBOTFIUT A HRZRELTOEIIH?] (#EHEE)

(n=253) ISMS(ISO/IEC 27001,27002)

52.6%
NIST CSF

40.3%
NIST SP800-171 I 52.4%
CIS Controls NG 5 1.2%
ZTOM - 4.7%
HARSA2/TL—LT—VZFXICRELTLEAL I 13.4%
tHF1YTARHRORELEAZLTLAL I 6.3%
OB I 6.7%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0%
P b2 R o0 DENEBOTF 1 VT« RAERE] Z2(C/FK

X2 T o DHA FSA2IZRILTLNS
nlx, — UGS AN—RBADWERDAT—IRILE—IZxT HERBEIZHE S

aWS, © 2024, Amazon Web Services, Inc. or its affiliates. All rights reserved.



NIST CyberSecurity Framework (CSF)
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NIST CyberSecurity Framework (CSF)
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Maintain a secure environment with security tools
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Amazon VPC Network Access Analyzer
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Amazon Inspector
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Amazon GuardDuty
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Amazon GuardDuty
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Amazon GuardDuty Malware Protection for S3
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GuardDuty Runtime Monitoring
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GuardDuty Runtime Monitoring — EC2
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Route 53 Resolver DNS Firewall - Features
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AWS Managed Domain Lists
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