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AWS Ramp-Up Guide: Cloud Operator (SysOps) 
 

 

These are the most salient learning resources from our classrooms, digital curricula, video library, and AWS Lab Environment, that relate to the Cloud Operator 

(SysOps) role.  It contains sections on design & operation, governance & control, monitoring & observability, and many more relevant topics.  This Ramp-Up 

Guides is not intended to be consumed entirely.  Different sections tackle different objectives.  Some resources will be less relevant to you today.   The guide 

will help you decide where you want to start your learning journey, and which step should be your next.   

 

Share your opinion of this Ramp-Up Guide with us!   

Cloud Essentials       

Learning Resource     Type 

  AWS Ramp-Up Guide: Cloud Essentials      Ramp-Up Guide  

     

Cloud Fundamentals, Pricing & Cost Management       

Learning Resource   Duration (hrs) Type 

  AWS Billing and Cost Management Fundamental 0.2 Digital Training 

 AWS Shared Responsibility Model Fundamental 0.1 Digital Training 

  How AWS Managed Services (AMS) Works Within Cloud Operating Models Intermediate 0.3 Digital Training 

$ AWS Technical Essentials or… Fundamental 6.0 Classroom Training 

  AWS Technical Essentials (Digital) Fundamental 4.0 Digital Training 

          

Cloud Design and Operations       

Learning Resource   Duration (hrs) Type 

  AWS Identity and Access Management - Architecture and Terminology Fundamental 0.3 Digital Training 

 Subnets, Gateways, and Route Tables Explained Fundamental 0.3 Digital Training 

  Amazon Route 53 - Amazon Route 53 – Basics Intermediate 0.3 Digital Training 

 Introduction to AWS Auto Scaling Fundamental 0.2 Digital Training 

  Introduction to AWS Command Line Interface (CLI)  Fundamental 0.2 Digital Training 

 Introduction to AWS Management Console Fundamental 0.3 Digital Training 

$ Cloud Operations on AWS …or… Intermediate 18.0 Classroom Training 

$ Cloud Operations on AWS (Digital) Intermediate 18.0 Digital Classroom Training 

$ Automating AWS Services with Scripting and the AWS CLI Intermediate 1.3 Self-Paced Lab 

$ AWS Tools for Windows PowerShell: Getting Started Fundamental 1.0 Self-Paced Lab 

https://d1.awsstatic.com/training-and-certification/ramp-up_guides/Ramp-Up_Guide_Cloud_Operator_SysOps.pdf
https://amazonmr.au1.qualtrics.com/jfe/form/SV_0kxPu8MyH5Ce8rr?Guide=AWS%20Ramp-Up%20Guide:%20cloudoperator
https://d1.awsstatic.com/training-and-certification/ramp-up_guides/Ramp-Up_Guide_CloudPractitioner.pdf?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/129/introduction-to-aws-billing-and-cost-management?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/155/aws-shared-responsibility-model?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/467/how-aws-managed-services-ams-works-within-cloud-operating-models?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://aws.amazon.com/training/classroom/aws-technical-essentials/?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://aws.amazon.com/training/classroom/aws-technical-essentials/?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/479/aws-identity-and-access-management-architecture-and-terminology?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/206/subnets-gateways-and-route-tables-explained?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/17896/amazon-route-53-basics?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/124/introduction-to-aws-auto-scaling?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/223/introduction-to-aws-command-line-interface-cli?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/253/introduction-to-aws-management-console?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://aws.amazon.com/training/classroom/systems-operations-on-aws/?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/17207/digital-classroom-cloud-operations-on-aws?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/496/automating-aws-services-with-scripting-and-the-aws-cli?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/899/aws-tools-for-windows-powershell-getting-started?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
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Cloud Ops: Governance       

Learning Resource   Duration (hrs) Type 

  AWS Organizations Getting Started Fundamental 1.0 Digital Training 

 Basics of AWS Managed Services (AMS) Fundamental 0.3 Digital Training 

  Getting Started with AWS Control Tower Fundamental 1.0 Digital Training 

 Designing Landing Zone Architectures with AWS Control Tower Intermediate 0.3 Digital Training 

          

Cloud Ops: Monitoring and Observability                                                                                    

Learning Resource   Duration (hrs) Type 

  AWS Observability Intermediate 5.0 Digital Training 

 Amazon CloudWatch Getting Started Fundamental 1.0 Digital Training 

  Introduction to Amazon CloudWatch Logs Fundamental 0.2 Digital Training 

 Introduction to Amazon CloudWatch Logs Insights Fundamental 0.2 Digital Training 

  Getting Started with Amazon Managed Service for Prometheus Fundamental 1.0 Digital Training 

 Amazon Managed Grafana - Getting Started Fundamental 1.0 Digital Training 

$ 
Using AWS Lambda with Amazon CloudWatch and SNS to Implement a Slack 

Chat Bot 
Fundamental 1.0 Self-Paced Lab 

$ Collecting and Analyzing Logs with Amazon CloudWatch Logs Insights Intermediate 1.5 Self-Paced Lab 

  AWS CloudFormation Stacks: Troubleshooting Fundamental 1.0 Digital Training 

 Introduction to AWS Trusted Advisor Fundamental 0.2 Digital Training 

          

Cloud Ops: Centralized Operations Management                                                                        

Learning Resource   Duration (hrs) Type 

  Getting Started with AWS Systems Manager Fundamental 1.0 Digital Training 

 Introduction to AWS OpsWorks Stacks Fundamental 1.0 Digital Training 

          

Cloud Ops: Configuration, Compliance, and Auditing                                                                 

Learning Resource   Duration (hrs) Type 

  Getting Started with AWS CloudTrail Fundamental 1.0 Digital Training 

 Getting Started with AWS Config Fundamental 1.5 Digital Training 

https://d1.awsstatic.com/training-and-certification/ramp-up_guides/Ramp-Up_Guide_Cloud_Operator_SysOps.pdf
https://explore.skillbuilder.aws/learn/course/external/view/elearning/17698/aws-organizations-getting-started?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14507/basics-of-aws-managed-services-ams?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14823/getting-started-with-aws-control-tower?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16132/designing-landing-zone-architectures-with-aws-control-tower?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/18394/amazon-cloudwatch-getting-started?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/191/introduction-to-amazon-cloudwatch-logs?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/265/introduction-to-amazon-cloudwatch-logs-insights?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/15619/getting-started-with-amazon-managed-service-for-prometheus?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16374/amazon-managed-grafana-getting-started?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/1115/using-aws-lambda-with-amazon-cloudwatch-and-sns-to-implement-a-slack-chat-bot?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/1122/collecting-and-analyzing-logs-with-amazon-cloudwatch-logs-insights?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/1336/troubleshooting-aws-cloudformation-stacks?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/234/introduction-to-aws-trusted-advisor?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13045/getting-started-with-aws-systems-manager?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/221/introduction-to-aws-opsworks-stacks?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/193/introduction-to-aws-cloudtrail?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/12609/getting-started-with-aws-config?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
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  Getting Started with AWS Audit Manager Fundamental 1.5 Digital Training 

          

Cloud Ops: Provisioning and Orchestration                                                                                

Learning Resource   Duration (hrs) Type 

  Getting Started with AWS CloudFormation Fundamental 0.3 Digital Training 

 Troubleshooting: AWS CloudFormation Stacks Fundamental 0.5 Digital Training 

$ Introduction to AWS CloudFormation Designer Fundamental 0.6 Self-Paced Lab 

$ Creating an Amazon Virtual Private Cloud (VPC) with AWS CloudFormation Fundamental 1.0 Self-Paced Lab 

$ Introduction to AWS CloudFormation Fundamental 0.8 Self-Paced Lab 

$ Launching and Managing a Web Application with AWS CloudFormation Intermediate 2.0 Self-Paced Lab 

  Introduction to AWS Marketplace Fundamental 0.2 Digital Training 

 Introduction to AWS Service Catalog Fundamental 0.2 Digital Training 

          

Additional Labs       

Learning Resource   Duration (hrs) Type 

$ Introduction to AWS Identity and Access Management (IAM) Fundamental 0.4 Self-Paced Lab 

$ Automating AWS Services with Scripting and the AWS CLI Intermediate 1.3 Self-Paced Lab 

$ Launching and Managing a Web Application with AWS CloudFormation Intermediate 0.9 Self-Paced Lab 

$ AWS Federated Authentication with AD FS Intermediate 2.0 Self-Paced Lab 

          

Certification       

Learning Resource   Duration (hrs) Type 

  Exam Prep: AWS Certified SysOps Administrator - Associate (SOA-C02) Intermediate 3.0 Digital Training 

$ AWS Certified SysOps Administrator – Associate exam  2.0 Exam 

          

Additional Resources       

Learning Resource     Type 

  Monitoring and Observability: One Observability Demo     Workshop 

 Workshop: Getting Started with Centralized Operations Management on AWS  Workshop 

  AWS Well-Architected Framework      Whitepaper 

https://d1.awsstatic.com/training-and-certification/ramp-up_guides/Ramp-Up_Guide_Cloud_Operator_SysOps.pdf
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14905/getting-started-with-aws-audit-manager?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/3627/getting-started-with-aws-cloudformation?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/1336/troubleshooting-aws-cloudformation-stacks?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/608/introduction-to-aws-cloudformation-designer?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/408/creating-an-amazon-virtual-private-cloud-vpc-with-aws-cloudformation?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/891/introduction-to-aws-cloudformation?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/406/launching-and-managing-a-web-application-with-aws-cloudformation?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/252/introduction-to-aws-marketplace?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/255/introduction-to-aws-service-catalog?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/880/introduction-to-aws-identity-and-access-management-iam?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/496/automating-aws-services-with-scripting-and-the-aws-cli?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/406/launching-and-managing-a-web-application-with-aws-cloudformation?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/900/aws-federated-authentication-with-ad-fs?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/9313/exam-prep-aws-certified-sysops-administrator-associate-soa-c02?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://aws.amazon.com/certification/certified-sysops-admin-associate/?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://observability.workshop.aws/en/?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://catalog.workshops.aws/getting-started-with-com/en-US#welcome?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
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 AWS Well-Architected Lenses (Industry, and Technology Domain View)   Webpage 

  Implementing your Landing Zone     Video  

 Using AWS Control Tower to Govern Multi-Account AWS Environments   Video  

  Collect Metrics and Logs from Amazon EC2 instances with the CloudWatch Agent   Video  

 CloudWatch Tutorials    Tutorials 

  Enforce compliance with AWS Config     Video  

 Manage Software Licenses with AWS License Manager   Video  

  Deploy a reliable multi-tier infrastructure using CloudFormation     Workshop 

 

https://d1.awsstatic.com/training-and-certification/ramp-up_guides/Ramp-Up_Guide_Cloud_Operator_SysOps.pdf
https://aws.amazon.com/architecture/well-architected?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://www.youtube.com/watch?v=nNy5UjzejNc&trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://www.youtube.com/watch?v=2t-VkWt0rKk&trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://www.youtube.com/watch?v=vAnIhIwE5hY&trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-tutorials.html?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://www.youtube.com/watch?v=X_fznJtSyV8&trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://www.youtube.com/watch?v=ikL5Axehutk&trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el
https://www.wellarchitectedlabs.com/reliability/100_labs/100_deploy_cloudformation/?trk=4820e06a-447c-4331-bec5-b81d6e3455ea&sc_channel=el

