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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based on
certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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lambda-inside-vpc-conformance-pack-komgljuhb
s3-bucket-default-lock-enabled-conformance-pack-komgljuhb
account-part-of-organizations-conformance-pack-komgljuhb
lambda-function-public-access-prohibited-conformance-pack-komgljuhb
guardduty-enabled-centralized-conformance-pack-komgljuhb
elasticsearch-encrypted-at-rest-conformance-pack-komgljuhb
s3-bucket-public-write-prohibited-conformance-pack-komgljuhb
elasticsearch-node-to-node-encryption-check-conformance-pack-komgljuhb
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Checks whether any security groups with
inbound 0.0.0.0/0 have TCP or UDP ports
accessible. The rule is NON_COMPLIANT when a
security group with inbound 0.0.0.0/0 has a port
accessible which is not specified in the rule
parameters.

Config JL—JL ARN
am:aws:config:ap-northeast-

1:2742¢ 22:config-rule/aws-service-
rule/config-conforms.amazonaws.com/config-
rule-dfsyre

NSA—5
3= 147 @
authorizedTcpPorts String 443

authorizedUdpPorts String

v HRFEEADOUY -

FEHER v
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EC2 SecurityGroup -
EC2 SecurityGroup -

EC2 SecurityGroup -

NUH—54T
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© 20205118258 17:27

EEEE
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VY-25947
EC2 SecurityGroup

Comma-separated list of TCP ports authorized to be open to 0.0.0.0/0. Ranges are defined by dash, for
example, "443,1020-1025".

Comma-separated list of UDP ports authorized to be open to 0.0.0.0/0. Ranges are defined by dash, for
example, “500,1020-1025".
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SEC 1. D—20— RZEEZE(EA Y account-part-of-organizations, codebuild-project-envvar-awscred-check, iam-root-access-key-check, root-account-
BICE. ESTNUEERNTIH? hardware-mfa-enabled, root-account-mfa-enabled,

SEC 2. 1—H— ID &= ID (& access-keys-rotated, emr-kerberos-enabled, iam-password-policy, iam-user-group-membership-check, iam-user-mfa-
EDXIDICEBUIESKNTULLD enabled, iam-root-access-key-check, root-account-hardware-mfa-enabled, root-account-mfa-enabled,iam-user-
N unused-credentials-check, mfa-enabled-for-iam-console-access, secretsmanager-rotation-enabled-check,
secretsmanager-scheduled-rotation-success-check,
<,> 77 £
igéi'iﬁ:%fg/a_%?ggigcﬁtaggeIb-deletion-protection-enabled, emr-kerberos-enabled, iam-group-has-users-check, iam-no-inline-policy-check, iam-
. policy-no-statements-with-admin-access, iam-user-no-policies-check, rds-instance-deletion-protection-enabled,

api-gw-execution-logging-enabled, cloud-trail-cloud-watch-logs-enabled, cloudtrail-enabled
SEC 4. tF+a1UF 14 AR b ED cloud-trail-encryption-enabled, cloud-trail-log-file-validation-enabled, cloudtrail-s3-dataevents-enabled, cloudtrail-
EIOCHEHE U, FABLTWLEIN? security-trail-enabled, cloudwatch-alarm-action-check, cw-loggroup-retention-period-check, elb-logging-enabled,
guardduty-enabled-centralized, multi-region-cloudtrail-enabled, rds-logging-enabled, redshift-cluster-configuration-
check, s3-bucket-logging-enabled, securityhub-enabled, vpc-flow-logs-enabled, wafv2-logging-enabled

alb-waf-enabled, dms-replication-not-public, ebs-snapshot-public-restorable-check, ec2-instance-no-public-ip, ec2-
™ . . . security-group-attached-to-eni, elasticsearch-in-vpc-only, emr-master-no-public-ip, restricted-ssh, ec2-instances-in-
iEg(.S_'{%;EEJb;%_DgJJ Z%t@vpc, internet-gateway-authorized-vpc-only, lambda-function-public-access-prohibited, lambda-inside-vpc,rds-instance-
SR : public-access-check, rds-snapshots-public-prohibited, redshift-cluster-public-access-check, restricted-common-ports,
s3-account-level-public-access-blocks, sagemaker-notebook-no-direct-internet-access, vpc-default-security-group-
closed, vpc-sg-open-only-to-authorized-ports

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. SN



HWE&/)\w 2 : AWS Well-Architected
IJL—ALAD—0tF 1V HOEBERADODNANA NI SO5714 R

s

SEC 6. O>E1—F+ >4 UY—Xec2-imdsv2-check, ec2-instance-managed-by-systems-manager, ec2-managedinstance-association-compliance-
ZEDRDICRELTLNETH? status-check, ec2-managedinstance-patch-compliance-status-check

“ S(CT— ] ) . . -
E\E;;.bg@ck')( T—IEDALT cw-loggroup-retention-period-check, guardduty-non-archived-findings

api-gw-cache-enabled-and-encrypted, cloud-trail-encryption-enabled,cloudwatch-log-group-encrypted, cmk-backing-
key-rotation-enabled, dms-replication-not-public, dynamodb-table-encrypted-kms, ebs-snapshot-public-restorable-
check, ec2-ebs-encryption-by-default, ec2-instance-no-public-ip, efs-encrypted-check, elasticsearch-encrypted-at-rest,
= _elast|csearch in-vpc-only, emr-master-no-public-ip, encrypted-volumes, ec2-instances-in-vpc, kms-cmk-not-
;E;S_C{%\Eiﬂzd%\z FEEDISIC scheduled-for-deletion, lambda-function-public-access-prohibited, lambda-inside-vpc, rds-instance-public-access-check,
= ’ rds-snapshot-encrypted, rds-snapshots-public-prohibited, rds-storage-encrypted, redshift-cluster-configuration-check,
redshift-cluster-public-access-check, s3-account-level-public-access-blocks, s3-bucket-default-lock-enabled, s3-bucket-
public-read-prohibited, s3-bucket-public-write-prohibited, s3-bucket-server-side-encryption-enabled, s3-bucket-
versioning-enabled, s3-default-encryption-kms, sagemaker-endpoint-configuration-kms-key-configured, sagemaker-
notebook-instance-kms-key-configured, sagemaker-notebook-no-direct-internet-access, sns-encrypted-kms

SEC 9. BpXBF D7 —4 % ED K S (C acm-certificate-expiration-check, ulb-http-drop-invalid-header-enabled, alb-http-to-https-redirection-check,
RELTWEIN? elasticsearch-node-to-node-encryption-check, elb-acm-certificate-required, elb-tls-https-listeners-only, redshift-
require-tls-ssl, s3-bucket-ssl-requests-only

SEC 10. 1>25 > bOFR M.
BIHEEDKS [CITVWETH?

aws
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PDF
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AWS U—Fa: 7. SR—-hENTVETATO AWS -3 oA () (—L—2)

axbk > hO—)La3A AWS Config JL—JL HAHR
o—J)
D

SEC-1 J—20—FEEDLDICERICERALEF TN D—-00— FEEZLICER FHI )= b of- AWS Organizations FI) AWS 772 bO—TEREF. FHUY MERUTWS I EERET DOICEISET. —TbET
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T AWS PERDIEESE. BT UST LV AICETEERESREA
FUT. BREFILEIL FO—ILENOELCBI T LN TEET.

TFa2UF«TOTR. TR BHEEESHETEET. TFaUF 7
ANl—2ALET—IL B ENTECRDET,

SEC-1 J—40-FEEDLIICR2GEALFII? D—Y0—- FER2(CER codebuild-project- F2EIFE%E AWS_ACCESS_KEY_ID &£ AWS_SECRET_ACCESS_KEY ji¥ AWS Codebuild 7OZ x4 MEECHFE LD O S EHETEL
TR FFaUs 0T ATOEECH L TRA N S97 A & envvar-awscred-check =9, CNSOEREIVFTTARCEELRL TSV, ChS0EEEIUFTFAMNCRET L. BRALRVLT—5E
EFEEATIAENENET. BRLAILET—I0-FLALTERLOD AVFETOEAOERICRNET.

EEHCPVTESULIEH S TOUAETEL. TATOHEECERLE
T, AWS DEROEZESEE. B84 LTUST L AICET SEHEEEA

FLT. BEFESLCIY PO LENGERECRT T o SN TEET.

TFzUF oA FAL BEIERESETICET. PR UFoA
AL—2AEIT LT R N EECRDET.

SEC-1 J—0-FEEDSSCERICBERALETM D-Y0- FEE2ER iam-root-access-key- JL— B—H—(Z AWS Identity and Access Management (IAM) O—JLIC P&y FEhE 7O AF— RN CEREETE T &I
B TF1UTr OITATOFECH U TRANTSUF 2 2D LS check £0. ZAFLETEY MAOTOCAZFNTEET, L— FFPIEAF-—TEREN WS LERERLET. HD0IC. O (
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1. GitHub'5F7> L — &S D> 0O— R

(yamlfZzX)

aws-config-rules / aws-config-conformance-packs / custom-conformance-pack.yaml

ﬂ tysodotcom Added S3 and DynamoDB with remeditation conformance.. - O History
A1 contributor
Raw  Blame @ 7 0

45 lines (45 sloc) 1.3 kB

parameters:
customconfigRulet anbdasrn:
pescription: The aRN of the custom config rule lambda.
Type: string
Resources:
CustomRuleForeca:
Type: AMS::Config::ConfigRule
Properties:
ConfigRuleName: "CustomRuleForEC2™
Scope:
ComplianceResourceTypes:
- "AMWS::EC2::Volume"
Source:
Omner: “CUSTOM_LAMBDA™

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

2 BIEUTHRILT>TL— ML

I RESOUrCES: I

CheckrorebsoptimizedInstance:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: CheckForebsoptimizedInstance
pescription: pisallow launch of EC2 instance types the
source:
Omner: AwWS
SourceIdentifier: EBS_OPTIMIZED_INSTANCE
Scope:
ComplianceResourceTypes:
- AWS:IEC2::Instance

CheckForEcavolumesInUse:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: CheckForec2volumesInUs
pescription: pisallow EBS volumes that are unattached
InputParameters:
deleteonTermination: true
source:
Omner: AkS
SourceIdentifier: EC2_VOLUME_INUSE_CHECK
Scope:
ComplianceResourceTypes:

- AWS:IEC2::volume

CheckForencryptedvolum,
Type: AWS::Config::C
Properties:

ConfigRuleName: Ch

https://qithub.com/awslabs/aws-config-rules/blob/master/aws-config-conformance-packs/custom-conformance-pack.yaml

https://docs.aws.amazon.com/ja_jp/AWSCloudFormation/latest/UserGuide/aws-resource-config-configrule.html
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hEU—z a;l._un TSRS YAML T LT

BT LI L— EER | | 0 F>JL—tEFYIO-F

T T L— MO

FLT L~ hit. AWS Config JL—JLEMHET 023 S E &4 VAML TFAILTT.

Ty L—huU—REEE
Amazon §3 /14y FOBEROF LT L— FEERTED. O-ALT2IPEF T - FEFUT0- FLET. F2TL— o 50 KB
HWASEAE. Amazon 31y MCF e 0= FLT. oy FEERUET,

Amazon 53T b

| | 0 F>IL—tIFEFY IO—F

FrIL—kIF I EFyIO-F
YAML DI 7 1)L

M IPCLEER

© MyCustomCPack_Crg.yaml

*rtl

- Resources fit T (C Config Rule % :2&;
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o

&

i

Amazon VPC Amazon EC2 Amazon S3 Classic Load
Balancers
- K_7
£D &= SN
AN
AWS CloudTrail AWS IAM Amazon Redshift Amazon RDS
i :
i >Q¢
DDD o]} \Z

Amazon CloudWatch aAws CloudFormation Amazon DynamoDB  AWS Auto Scaling

alarms stacks tables groups
o) o
N '&
AWS WAF *1 Amazon CloudFront *1  AWS Elastic AWS Lambda
Beanstalk

Application Load
Balancers

‘g

AWS Systems
Manager

AWS CodeBuild

‘@

AWS X-Ray

*1: 7 A—NILHT—EXIFKEERS (N—J=Z74F) V-3 > THR—+
https://docs.aws.amazon.com/ja_jp/config/latest/developerguide/resource-config-reference.html

X
@
Amazon EBS AWS Service AWS Key Management
volumes Catalog Service

B

X (]

AWS Certificate Amazon API Amazon Simple
Manager Gateway Notification Service
[ —
<P &

AWS CodePipeline

02

AWS Shield *

Amazon Simple
Queue Service

Amazon Quantum
Ledger Database

Il Ny

3rd Party
Resources

Amazon Elasticsearch
Service
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AWS Config
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F<{H3EE 2
ek 4

AWS Config V=2
Y —ZDA >R KU

AWS Config iR UIEBFFLEEIBENEVY I E@RLET. FEQUY—RCDOVTE, YY—ADFHEEREST A LS
Y. FEFOYTSATFLASAASAVERRBLTESV, UV IABFEYAASA 2 ERTE L. FEOUY —RCDVTE
BFRCHE> TFr I Fr SNE IR TOREEBER A CEET. YY-RAYTSATURIAASA VEERTZ . 2275
AP LRARAT—HAOEB#ERBTEFI. VV—IA/EEHVTVIB(CE. REFRLET SELZSQLYTUIST 4T,

UY—2Z (85)
Uy—2h7I Uy—25A IVTSAFYR
FATOUY—2 v | dRTUY—=HAT v | ODTSATVADAT-HA ¥

VY —Z@RF - AT>3>
Q HgaEniz UV —=59H3

UV —ZBEIT 14T AVTSATFUR
mywordpress-01 Testing WordPress -
resource-001 Testing WordPress -
i-03b7 7bcd EC2 Instance -
arn:aws:acm:ap-northeast-1:... ACM Certificate -
subnet-0f 17 EC2Z Subnet -

aws
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B—RI\—F1 VY —-XADREVEEZ Config TEHE

AWS Config Jv—2 mywordpress-01
mywordpress-01 | vY—z51651> 2 |
> Fill
AVTSAPYRIALSA>

v SGFEIEHE (JSON) DFR

2311H 2020
23 118 2020

‘ °*Z£‘§

“"wversion™: "1.3",
“accountId": "274251360022",
“configurationItemCaptureTime": “2020-11-23T13:37:54.6242",

"configurationItemStatus": "OK", » AN
"configurationStateld": "16@6138674624",
"configurationIltemMD5Hash": "",
"resourceType”: "MyCustomNamespace::Testing::WordPress"”, Ean—] _— ~ = E T A=Y= = K =3 NG
“resourceld”: “mywordpress-@l", axX JE S ’I/ij’r i C \ ERE'I*FL‘F\ODhEJJLEEEEIL‘:\ D] Bt
"awsRegion": "ap-northeast-1", v I°E e
"tags": {1,
"relatedEvents": [], §n~"—'_'c’)§‘:"':'% l|‘ $
"relationships”: [], DQ}:E Sm il ‘m B E EEEEE °
"configuration™: {
"Instanceld”: "i-@3bl 67bcd”,
"PublicIp™: "3.  .14.57", J4—ILE Bk #®T
"SubnetId”: "subnet-84 df",
“Name": "MyCustomResourceWordPress" Configuration.Subnetld subnet-ala ala subnet-8 3df
by Configuration.Publiclp “3 14,577

“supplementaryConfiguration™: {},

"resourceTransitionStatus”: "None" Configuration Instanceld “1-03b78daf Blbed”




1#8d» : CloudFormation UV —X2J'O)\1 4

CloudFormation L X U (CH— RI\—F 4 VY —XDAF Y ZETK
( AF—Y%ZISONTEZE L T. cloudformation-cli T submit )

CloudFormation X CloudFormation CloudFormation LS RU: UV—254F | AF—
— U —RGAT
StackSets . { " _— ; "
AWS 3L <N FE L. FTLLEDSHEEE., SEROBEER T typeName”: "MyCustomNamespace::Testing::WordPress",
THGE— U})_F\Eﬁi}] E7\[9\)/’77__:,/7:»|/_ NCHERECHEDELE. o :descr‘iptiﬁrf"l:' "An éxam?le resource that cr‘eatesla website based onlldor‘dPr‘essISI.'Q.Q.",
sourceUrl™: "https://github.com/aws-cloudformation/aws-cloudformation-rpdk.git",
"properties”: {
"Name": {
1)y )— "description”: "A name associated with the website.”,
S UY—ZFAT (1) deseription:
"pattern”: "~[a-zA-I8-9]{1,219}\\I",
j’g,\]’/{_t\ v "minLength™: 1, "maxLength": 219
I
"SubnetId": {
¥ CloudFormation L' U "description”: "A subnet in which to host the website.”,
"pattern™: "~(subnet-[a-f@-9]{13})| (subnet-[a-f@-9]{8})\\I",
DY—Z 54147 "type”: "string”
I
"Instanceld": {
MyCustomNamespaca'Testing“WordPrESS "description”: "The ID of the instance that backs the WordPress site.”,
h - "type": "string"
An example resource that creates a website based on WordPr }; blictp™: {
ublicIp"”:
ess 5.2.2. "description”: "The public IP for the WordPress site.”,
"type": "string"
TA—BNy Y . !
"required”: [ "Name", "SubnetId" ],
"primaryIdentifier”: [ "/properties/PublicIp”, “/properties/InstanceId” ],
"readOnlyProperties”: [ "/properties/PublicIp”, “"/properties/InstanceId” ],
"additionalProperties”: false
© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. }
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(Lambda function 7 &) e
Config (CiX{E
(Config API Z#I|F

PutResourceConfig / ﬁ g ﬁ
DeleteResourceConfig ) @

H—R)\—F~a .
N —Z AWS Config
(AWS/A>TFL=R)
AF—YDHER
EBREBORY Config ANEBHXIE a—
(AWS_ ETHRE T2 Y — D) o—
CloudFormation
ANS LA KUY

CloudFormation
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[AWS Black Belt Online Seminar] AWS CloudFormation deep dive E¥INRT QA 226
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awg CloudFormationL- X kU
g
- MBI CHRRR LIECFRL Y — RS
+ 3 Pparty)V—ZHWCFnTBETES
- JTUY (AWSODFA T+ j) U‘J AEHITH
« BEOFLTL— o R
« BE519 (HRU

00— hA HFIU v IF«>3 ~

Amazon Web Services 7004

[AWS Black Belt Online Seminar] AWS : DY 27 DI SREDRN
CIoudFormatlon deep dive ERAT QA 4AF = i mwomn

AWS Japan Staff | on 13 OCT 2020 | in AWS CloudFermation, Webinars | Permalink | # Share * Resource
« AWS Conf|

%H (2020/10/06) BA# L= L7z AWS Black Belt Online Seminar TAWS CloudFormation deep . CFnTHATS
dive] OEREABLELRZ. ZH. ENEOERNSENE QA O—EICDVWTERELTENET, sp (B
S Unicom vakel  PythonlC K 3EEH 1
s R TE T
« Cloud9ii%E (Ubunt
- Java(GA) (37 + Python 3.7 weok
« AWS CLI
« AWS SAM CLI

@'h [AWS Black Belt Online Seminar] AWS Clou...

[AWS Black Belt Online Seminar]

>

AWS CloudForm deep dive e
2. S1— I~ GPn AXIETST 12,
) — + unicorn-maker®clone =
« venviDEEE
» cloudformation-cli* Di§A

T—EZX Dy
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AWS Config > BEQIIV > JTUIZ <%

ATUTF 44

WO SQLAOTUIT+AEFERALT. AWS UY—0RERESLET., JO0/ T ET07—YEBOUA ME GitHub [CHDFT, FTU
AO—TERBRLT. M AWS FPHI hERFEROTFHO M EU—23 LT 920U LEY,. FHiEcE55 2

OTVUZ-T < Count EC2 Instances

TG —SEERLT. COF ATUZ - -confi to
AL REU—Ta. FldE ZAT) T skorg-coufig-aggregator

BOFHTY hEU—S3 0w 0 kELECT
LTOTUERETT T UEE 2 configuration.instanceType,
AEELET. 3 | COUNT(*)
4 | WHERE ' ' fiebal EWERBTTIVAR—b v
) E resourceType = "AW5::EC2::Instance
skorg-config-aggregator a 5 | GROUP BY
Q 7 configuration.instanceType <12 @
COFAIEU-Z3 M configuration.instanceType COUNT(*)
7
= » W o = t2.mi 3
skorg-config-aggregator 7OUG —SFHEIRE]EE(C e
t3.small 2
cd.xlarge 1
¢5.2xlarge 1

T (Ctrl+Enter)
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(AWST7HD> )
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AWSHIFIEBPY
(AWSTZHD> )

N&

$aws organizations enable-aws-service-access --service-
principal=config-multiaccountsetup.amazonaws.com

$aws configservice put-organization-config-rule ¥
--organization-config-rule-name my-cloudtrail-enabled ¥
--organization-managed-rule-metadata ¥

(snip) Ruleldentifier="CLOUD_TRAIL_ENABLED"

$aws configservice put-organization-conformance-pack ¥
--organization-conformance-pack-name="CISPack" ¥

--template-body="file://CISConformancePack.yaml" ¥
--delivery-s3-bucket="{awsconfigconforms-your-bucket}"

21— =)L—JL

JL—IL
LG BEDEREEERLET. AWS Config [F. UY—2ASENZHTBIL—)LICERL TV EINEFHEL. REOEEERDT
yIVG—8 AT AP ALRR y—z3 7hork
skorg-config-aggregator = TAT - TATOU-Z3 - TATOF I - -
N—ILA AT SAPUA U—z3y PHI> b
OrgConfigRule-org-cloudtrail-en.. 1 IR ap-northeast-1 274 122
OrgConfigRule-org-s3-bucket-s 4 JEE Y- ap-northeast-1 274 022

aws
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- AWS Control Tower @A — RL—)LICEENSD. Config Rule ®/\wHo—=

- AWS Control Tower O#gez=t] Ot L CTHIA
- Control Tower OFERENH— KL —)LZEF AWS 77HD0> MNOER
- Control Tower W"H7R— ML TULVRLY AWS U—=g >tz U5+ #il
- A oOttF 1 UTA RIS —(S8D T, H—RL—ILZHRIYAXUTHIA
1. GitHub'5F> 7L — &S D> 0O— R 2. BEIELTHRAILT>TL— Mt 3 HEIC T2 YT RS —(Tho 23l

CheckForEbsOptimizedInstance:
3 awslabs / aws-config-rules Cuah 102 Yrsw om | Ve

Type: AWS::Config::ConfigRule CheckForE: umesinUs-conformance-pack-btyfnzgs? BEENTUVERA £
yp g El P ybnzg
Properties:
DE lssues (35 (e =5 - oo Eroiscs P CheckForS3VersioningEnabled-conformance-pack-btysnzgs2 BEENTLERA A
ConfigRuleName: CheckForEbsOptimizedInst
cerintion: Di " i CheckForRootMfa-confi e-pack-btySnzgs2 BEENTVERA
§ master ~ | aws-config-rules / aws-config-conformance-packs Go'to fle Description: Disallow launch of EC2 ins{ neckrortaotiia-confonmmance-pack-btybngss = A
AWS-Control-Tower-Detective-Guardrails.yaml rce:
ontrol-Tower-Detective-Guardralls yam! Source: CheckForRestrictedSshPolicy-conformance-pack-btyBnzqs2 BEANTLERA A
Ouner: AWS
tysodotcom Added ance Pack - Latest commit Sourceldentificr: EBS OPTIMIZED INSTAN CheckForRdsStorageEncryption-conformance-pack-btyBnags? BEENTLERA @
A1 contributor Scope: CheckForRestrictedCommonPortsPolicy-conformance-pack-btyBnzqs2 BEENTVERA A
ComplianceResourceTypes: .
M e |20 0 o wame D 2  AMS::EC3::Tnstance CheckForEncryptedVolumes-canformance-pack-btyGnzgs2 BEENTLERA A
CheckForEc2VolumesInUse: CheckForRdsPublicAccess-conformance-pack-btyGnzgs2 WEENTULERA
P ¥
e e drails Conformance Pai Ty iiConfig::tonfigRule CheckForS3PublicWrite-conformance-pack-btybnzgs2 EEENTULERA @
¥ Properties:
Lo o ConfigRuleName: CheckForEc2VolumesInUs CheckForS3PublicRead-confarman ck-bty6nzgs2 WEENTVERA @
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BSJ\W 2 : AWS Control Tower Detective Guardrails

o < HELE ebs-optimized-instance

ol < HEER ec2-volume-inuse-check

5 < HELE encrypted-volumes

o < L2 rds-instance-public-access-check

5 < HESE rds-snapshots-public-prohibited

o < M rds-storage-encrypted

58 < HESE restricted-common-ports

ol < HEER restricted-ssh

5 < HELE root-account-mfa-enabled

o < HESZ s3-bucket-public-read-prohibited

o < HELE s3-bucket-public-write-prohibited
EIRW s3-bucket-versioning-enabled
ERK iam-user-mfa-enabled
ERK mfa-enabled-for-iam-console-access
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Amazon EBS &iE{LUSDS 1 T D Amazon EC2 >R > R %=E|E

Amazon EC2 > XH > R(CT Y F SN TLVRLY Amazon EBS /R 1 —AZZIE
Amazon EC2 « > XH > R(CT77HwFENTz Amazon EBS /RU 1 — ADEES{LZB
Amazon RDS T —HINR—=XA 2R ANDINT VY O IR %2 b

Amazon RDS T —HNR—ZARF v I 3w bMADINT Uy OT7 IR E

A L —ZHIESEENTULVRL Amazon RDS 7 —H9NR—X A > R > A= 21k
RDP ZNNUTe1 > 5 —2w MERZZLE

SSH ZNT LTz > 5 —3Ry MEiEZEIE

root 1—H—(Zxf LT MFA ZB%)

Amazon S3 J\Tw bADINT Uy UFi#HED 7O R =21

Amazon S3 /)\Ty "D/ T U Y UESAH T O R =L
IN==3 = IWBFNICIRD TLVRLY Amazon S3 /4w hEZE ik

MFA 2LD IAM 1—H — D7 otz R =251k

MFA 72L®D IAM 1—H —ADI> YV =)L 7Ot R =21k
dWwdS

https://docs.aws.amazon.com/ja_jp/controltower/latest/userguide/strongly-recommended-guardrails.html

https://docs.aws.amazon.com/ja controltower/latest/userguide/elective-quardrails.html
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AHODOFT LS

1. AWS Config H =50

2. FHLREE : BE/ W I DHE

3. Fiige - U— R)\—F 0 UY—XY/R— hOIE
4. fBmOtLF1 T BIEE KD DEDMDIT7Y T5F— b
FIBAS—>bED> 7z AWS Config Z283ERUT
AWS DFIZE LD TS - BREIC !
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AWS 750U RY—EXERERSEN Y

FPIVy 97 H—EX (AWS) BBEHRIFIRH—ERAFSY h7a—ALT EVRAOAT—/LERREYHR— FT20EBHEH, T—9R—2AAM -, SLUTFOREFEEES
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