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COIRTA bR—=)\—=(F., P IT RETT—FDREEIELEIDIIOHF-TS
ARXVYa1—-23>7—F706 NvOFP7vIT7—FF70K HKU IT EiF
BZWRELTVWET ., AWS ZFHUTERL. Ny o7y IBEXGEIRY
U1—> 3> ZRFLEESWMIDIIENTEIA BB D —o0— RELY
P—FFIOFVvICOWTCHHALET., CNSDFECKID. BEREEIRRR
(RTO). BiZEEIAI S (RPO). I T SA TV ADBMHEBIEIEVNIR S &
WRT—ZEUT v, BRUVETSRDIMAENRHEENET,

(FU&I(C

TI>9—TSAXT—IDEARPIBERL TSR T, TNZRET DI T DE
SGENEIRO>TVWEFT. Foe. Ny IT7VITHEDMAMEXT—-ZEY
T4 [CATRIBRERLLTFEONDLDCRDFT. LEXE NNvoTF7vTE
P—=RATDZ—-XCTFIREEDKD CHET DN EVWDERN DD FET,

ZOR=)\=TlF. RT-FTIILCERENEVT—FREVI1—->23>01E
RIFERATERSEFF/ YV IOPYVIT—FF0Fv (OSIRRAT14TT
U —>3>, J\AJUY RRE, AL IXRE) & BETSD AWS
H—EXICDWTEHRALET.
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AWS ZT—FRETSYV R IA—-ALAEULUT
ERAI3IEH

IV DT H—EX (AWS) (d. ZE2T/I\TA Y 2IANEL, FERTIRX
RIRICENZ. EUCTWISORICEI—FTA>2TTSY R IA—AT
T, AWS (FESRIDERLICERZ UV EREREUNEL, XT—5T)Lk
N Oy ITEXMERY U1 -3 > DIBEICERATEDIY—ILEUY - %
RBHUET,

T—IREERO—ELE LT AWS ZERATD L. Z<OHENHDFT.

o MATME: Amazon Simple Storage Service (Amazon S3) S K Amazon
Glacier (&, ZNSICRFNEAT U MIH T B 99.999999999%
DA ZROIEERETTIRDODTWVWET, MADTSY hITIA—-LEE.
Ny o7y TF—SFRDIEFETE DG aRILET.

o TF1VUF+a: AWS Tl X LIMREROT—FDT7 I Hi#HE
EEALACHZ<DATa>zZABELTLET,

e O—-)NIA>2ISAMSIFVv: AWS H—EX(IHARPTHETESE
Y IBLIMREFTEET,
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AT SATP R AWS 12 TS A KNS OUF+ (&, Service Organization
Controls (SOC). Statement on Standards for Attestation Engagements
(SSAE) 16. International Organization for Standardization (ISO) 27001.
Payment Card Industry Data Security Standard (PCI DSS). Health
Insurance Portability and Accountability Act (HIPPA). SEC!. Federal
Risk and Authorization Management Program (FedRAMP) 73 & (DE%E (C#E
WU TWBed, BBFOI T SA 7 ABECHEIC/\v o7y ITVY
1—>3>2Za83TENTEFT,

AT—SEUFa: AWS TlE. B2(CDWLWTLHEITDINEEHDFE A
——XOELICEDE THEBZILAE (I NTE, BEEOA—/\—AWVY
RiGwmEHDFEE A,

TCO DHIF: AWS ARL —3>DXT—)LICLDH—EXDIOX MY
THD., ANL—20FIE X N (TCO) DEKRICEIIEEF I, AWS (&
CNSOOX MOEFIERIEDSIETIFEWVWDSHETEEKRIOETLET,

HEFORRMAFER: VELRES(C. ERAIDITFEDHRPILIT AWS H—E
RZBALET. AWS ORE(C(E. FIAVEIE. EIENE. RIIZEN
(FHODEEA.

! https://aws.amazon.com/about-aws/whats-new/2015/09/amazon-glacier-receives-

third-party-compliance-assessment-for-sec-rule-17a-4f-from-cohasset-associates-inc/
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—FRERAD AWS A RL—2H—EX

Amazon S3 A XU Amazon Glacier (&/\wW 7w IO —hHaJ(CELIEH—E
ATY, MAEEMAENHD, BIAX MDA —2TSY hIA—-ALTY,
E5(ClAEEEEFEHIRT, NV o7V IF—Fty MRS RD>TER
U1 —AFZEAT 4 VOEREIARETT . REFDOREETILE GB/AHIZD
DEIRXRNIEKD. INBOY—EX([FFT—9REDI—AT—AICRETY,

Amazon S3 (FEF1UFTANEK AT —SITINRATZT ORI ML -7
HUFET.

Amazon S3 ZEHAIT B E. T —HIDKES(CHINHNOST, DT T EDEDLKSRR
BATMS TEULWDTHREFE. BS993 ENTEEY, Amazon S3 (. AT
ORhELTT—F%Z)\Ty hEFEENDUY —X(CHEFLET . AWS Storage
Gateway HEMBDZ < DY — R)N—F 4 —D/)\w O TPV TFIIU1—->3>T
(F. PERRICHKRHDDT Amazon S3 AT O NEBIBTEEY, /\Uwv MNIE
BOBDATZ T U ZEREFL, )\Oy MDATZ T U hEEEIAFH. FidrA
. HIBRTEET., 1 DDOATZT I RSB EDDOHYAX(EFHEAR5TB T,

Amazon S3 Tld. TEXITFEFRI—-XRXT—XICEDLDICEBbENZ. [LER
AML—205RECHELTVWEYT, BEHENIICEIRODESDTT,

o BAE(CTITLRITZDT—FEITONBANL—>THSD Amazon S3
Standard.
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o EFHEFBNARVWA., PIOCXBEDERWNT—FMEITD Amazon S3

Standard - Infrequent Access.
e RHEA7—H+TJ%ZBM & LTz Amazon Glacier.

Amazon S3 Tl EDSAITTA TN ZBUTT—HFZEERITDLIICHET
EBSATTA IR —EZTAHBELTVWET, RUS—MNEESND L.
S—AFBYRA L —Z0SX(CRITSN. PITUT—2 3 >ADEEEFHD
FEA. FHICDONWTIE. [S3AKL—205X] ZEBRUTLLESU,

Amazon Glacier (FEDHTHERIRX DTSR —HATA L —H—-EX
T. AL —20Fa U v EMARZRFBELTED. 7—5DT7—HA4T
PASA /NN OTPYTICELULTVWET., DX MZEERLIMZIDEHIC.
Amazon Glacier (&, 7T XBEEDENT—F1, BRDH UICEEFRNDN D T
EREERVNT —F(CEDE THRELENTVET, HEER(E Amazon Glacier &
EoT. 1 FH)\A rBI=DBZENTH 0.007 USD T. KkEFZ(IVEDT—
HEERCRFCETFEI, AZTLZRDOY Y123 > EHRUTKIRICOX
hzHIK T D2 EMNTEEHET ., Amazon Glacier (&, FRIFHBINRIAEC(IE
IR, FE@EREOT—57—HATRDI\YO7YVITFT—FDA ML —Z(CaiE
TY, FMCDWNTIE. [Amazon Glacier] ZZ8BR UL TIZEE0N,

AWS Storage Gateway (&. A>TLUZADYVINITI T T ISAT R =EDTS
DRR=RDRA =2 LRI BDIET, AZTLZAD IT RIEE AWS D
ARL—2A2 TS A NS OFvEITE—LALANDIER (CEF 1 7V IRE T E
WUFET, FMlCDLTIE. TAWS Storage Gateway] ZZ8R U TIZEL)N,
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https://aws.amazon.com/s3/storage-classes/
http://aws.amazon.com/glacier/
http://aws.amazon.com/storagegateway/
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H—RN—=F4—DF—-—rIITABLVIRTHFICHIZ T, AWS Direct
Connect . AWS Snowball . AWS Storage Gateway. Amazon S3 Transfer
Acceleration IRED AWS AT 3> %ZF>T. T—F&F(EW0<EIXITDIE
NTEFET, FHCOVWTE. [ITDTRT—HDERIT] ZERUTIIZEU,

N OF7YITESLEBYY1—->3>0
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=D\ IT7 v T LEIHDMEN RS ZHFE I D LS (E. RET DIk
DHDIKMEZIFEEDIRRN L, ENICKDESRINDREZHA T D2REN
BDFT, FEICLOTR T—HDEFa1UFTr. TS5/ — BIUEHE
RIEFORFIEFECERIDRENSDDET.

UFZED. EZRAD RTO & RPO Zil/z 9 fzebD@EtN iR L R)LDFFHE %=
RHEIT2/N\voryvITOCRAZERUET,

o J7AILLANILODIEIR

o RUI—ALLAN)LDIEIR

o VI3 INILDEIR(T—INR—-XIRE)

o A XA—=LANJLODIEIR

UTFoto23>Tld 42T ANSOFvOmRICIGUIEI\WOT7v T, 18
B, BROCT7—HATOFEECDWTCHBEUET, ITA1>ISANSIOFvIiE K
FENCOSOREZATAT. ATLZR, BEW\ATUwY RICHFETEFT,
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Amazon Elastic Compute Cloud® (Amazon EC2) TH—EXZE{TLTLRIHFE.
aA>Ea1—F4 >4 > XS > A&, Amazon Elastic Block Store (Amazon EBS)
M1 —-LZF>TTSAYIT—FZHERFL. VIOCATEFEI, 20JOY
DARNL—>%, BiEET -4 (T—IR—RRE) TEIHESELLT -4 R
U1—LDIF7AIZRFTLDIT7A)VIRE) (CERATEET,

Amazon EBS (Cl&. £E® Amazon EBS 'R 1 —ADRXFwv I 3wv ~ (J\wvo
7w ) ZER T DHEEN S DE T, CNIFIRU 1 —LADIE—Z/ER L. ZNZ
Amazon S3 (CBCEULF I . TIT. BHOTIRAZEUFTo -V -2 (CTTERMNIC
REINFET. RADRXFvI> 3wV MIRU 1 —-LADFTERIE—TY, N
DR F v T3y hTIHESDTOY ILANILOEEDHMRFESNET .

CNEREIIRNY 1 — AT —F =BT DIZHDORR TEBEDEVSETT,
EDHVRMETDHFNREIISE L. BlDT /A REGTEITHDA > X > AR
Ja1—LZETIAYVFU., ENEIIZ RUTHS, ARL—F 4 2T AT LD
OE—-OX> RzaffE> T\ o7vITRU 12— ANSABERY 1 —ACT—4
Z#I1E—UZFET,

[ Amazon Elastic Cloud Compute 1—H—HA RJ] T#HBEALTWLWBXDIC,
Amazon EBS XFw IS 3w NME. OV —=ILFEREFOANV RSAHMSFHIAT
&% Amazon EBS v 3wy hOOE—#EEZED>TAWS U—>3 /M T
JE—T&EFT?. COMEEEEARLT. B(CRBLITVT—23>70./0
S—ZEBEIDIERL, HDOYU—23 (v IOPYITZFFCETET,

2 http://aws.amazon.com/ec2/

3 http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-copy-snapshot.html
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http://aws.amazon.com/ec2/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-copy-snapshot.html
http://aws.amazon.com/ec2/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-copy-snapshot.html
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EBS XFw I 3w hDIERK

AFwT23v hZERTDE. MAEDEWNT A RIR—-XADA ML —2T
F - BEBRETEEI, Amazon EBS XF v IS 3w hME. AWS YR XA
>h3O>VY—=Ib. AN RSA2A>2F =TT —X (CLD. FFAPI ZEDT
BN TEE T,

Amazon EC2 > Y —)L @ [Elastic Block Store Volumes] X > T
[Actions] X_1—® [Create Snapshot] Z:#RLEJ . [Create Snapshot]
S T70O0RY X T [Create] ZiERL T. Amazon S3 (CIRFIND ATV
>3y MR ULE T,

Create Snapshot

Volume @ vol-e2aa75al (HD-VOL-TEST-ORIG)

Name (i) |

Description (i) [

Encrypted (i) No

2: EC2 OV —)ZERAURERF YIS 3y FOER

CLI OY > RZEFEAUTCRFYV IS gy hMERTDICIE. OO REET
L/ig_o
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» aws ec2 create-snapshot

FEHAM(C aws ec2 create-snapshot AN RZRXTZ1—ILEXUEITL
T. EBS —45%)\wO77v I TEFEI, Amazon S3 DIFBFNIRIEICKD.
Z<DERDT—FZMITFI DN TEFT. LT RFvIS 3y bNIT
Oy IOR—XTHBEH. BIDAFTYVITS 3y bOEREICEESNZT —4
DAR—=ADHWHEETNE T,

EBS X+ w7 3w M SDIERT

2>V IS gy MSFT—AHRETTDICE. AWS YRZZA ROV —)L,
CLI. £/z(d API ZERULT. BIFEOXFvI> 3wy SR Y 1 —LABVERT
=X9,

EERE UMFORFTYTERD T, RU 2 —LZURIDORA > b 25 A
Ny o7y T (CETLET.

1. ROOAX> RZEFEAHALT, N\ oOTPYvITIIFvITS gy hHSRU1—LA%
YERX LE T,

» aws ec2 create-volume —--region us-west-1b —-snapshot-
id mysnapshot-id

2. Amazon EC2 1> XA > AT, BFORI1—LAET7X I NUET,

Linux T(& umount Z{EAULZE I, Windows Tld Logical Volume Manager
(LVM) ZERHLUZFE T,
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3. ROOAX>Y RZEFERALT, A2 A ANSREFEORY 1 -LZTHIVFUL
ig-o

> aws ec?2 detach-volume —--volume-id oldvolume—-id -
instance-id myec2instance-id

4. ROOAXR> RZFEALT. AFvIS a3y S IEfcneRY 1 —L%TF
AYVvFULET,

» aws ec?2 attach-volume --volume-id newvolume-id
--instance-id myec2instance-id --device /dev/sdf

5. RITRDA>RIATRY1—LZEBIYIT>RULET,

BEMDHD)I\v Oy TERIZFIRY N\ T77w T DIER

N O 7y TH#EITITDEE(E SRFTLMN 1/0 ZFRITUTULVRVMRRE(CT S
CEEBBDHOUET. NN RS T4 v IOZERITANITUVIRNC EHIEER R
WRTIH. 24 BFRMAHIRNARL =23 ON—MRMN(CIRDHT. ZNEEN
TRRAICIRD DDHNFET,

ZDH. TI=2)\wIPvTZRITIBDICE. T7AILZRATLAFZE>T—
IR—RZRIESBDRENSDDFT. CNEITOHERG. T—HIR-IAFZEF
T7AINZATALICKDTEREDEY,
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F—AIR—ZBADFIEFIRDESDTY,

o TIREIRMGEIL. T—HIR—XZRY M\ OV TE—RICUET,

e Amazon EBS XFwTF< 3w hODIOY> REEITUET,

o FT—AR—RX&EAKRY NV ITYVTE—RHNSEITIDN. U—RLTUH
ZE>TWBRIHEEIK. U—RLTUADAD XY A ZHIBRLUET,

TJ7AILS AT LADFIEGFEU TWE I, ARL—F a0 2T XFAFEE

TJ7AINZRATLAOEEICK > TERDET, lc&X(E. XFS (F—&UE/\wy

OV ITRICT AR TSV A1 TETDIT7AILIATATY ., SFHIICDNT

(. [xfs freezel| ZEBLTLIEEL 4,

T7 AW AT LN T =X Z DIR— U TULRWERE, 72X D> b
L. XFwT2 3y hOXD RERITLUTHS. T7AMILEZAFTLZEBIYI> b
LEI. F2lE /0 DTYU—-XEPR— b IDmBER) 1 -—LAIR—Zv—%
FERTDE. COTOTCRZEBICEITIDIENTEFT,

AFvIT2 3y b NJOCXF/I NV OISV RTHEITEN. RFvITS 3wy b
ERR(ERITRENERFERRZF v ITFvrIded. N\vIr7yvTFHR
U1 —AFERT7 I NI BT TEHET. /o7y THE SRR/ R
DIz, FIEFFEEFRIEIEET. RTZ1—ILITDRTENTEFT,

4 https://access.redhat.com/documentation/en-

US/Red Hat Enterprise Linux/6/html/Storage Administration Guide/xfsfreeze.
html
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Storage_Administration_Guide/xfsfreeze.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Storage_Administration_Guide/xfsfreeze.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Storage_Administration_Guide/xfsfreeze.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html/Storage_Administration_Guide/xfsfreeze.html
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BEURY 21— LD/ T T DET

BEICKDTIE, MR 1 —-ANVR—Zv —ZF> TRAL—Tv hDr]gez
EHDET. HBHD Amazon EBS /RU 1 —AITT—5ZANSAT I &
N TEFET, wERJ 1 —AYR—Z+4— (mdadm 1> LVM 7/&&E) ZFERAT D5
A, B(I123 EBS RU1A—LWS5 TR, RUI—-—ALAXR—Zv—LA177—H
S\ OT7VITEFEITIDCENEETT ., CNICEKD, IRTDAGIFT—FID
—BNMHEREIN. BT O R—3> bR 2 =L 0MD»PRIIRDET,

NZTTIDICE. BELDHRENGDFT., ITEX(E. alestic.com THERK
SNEROUT hZFERTEEI5. XEUNNWIF7ESF 4 RXIICTSvSa
U. TARIONDITF7AILAFT LD 1/0 Z{EIE LT, RAID Y bR T D
IARTORIZ—AICKHUTRFY TS ay hzREFICHIAT DIHNENS DX
9, MUI—LDRFTY TS 3y hzRIETDE BEE 1~2 B1E). J71)L
SRAFTAFARL =232 ZHATCEET. AF VTS 3wV MNIFHFIT =T,
EBrEFICEEDHTERTEDILDICLET,

Fre. WEARY 1 AR —2v 0TI 7AILE AT LLANILS INSD) Y
DTV TZ"EITITDIEETEET, TOLOIRGEIFE. RO\ o7V
T2 bhaFERTE Ry NIJ—ORBTT—9Z2/\WwI7vITEX
9, 15—V hB XU AWS Marketplace Tl HEZ<DI—>1> hR—
A\ o7y IV ) 1—->3>=ZHMETEEI, T—>1>0 MR—=XD/\Y
O7YITITRIDTTTIE. —BlDHDH—/\—&& IP 7 RLANFEHEN
BDTETEFRLTLLZEL, ZDzoH. Amazon RETSANR—- TSI R
(VPQ)? TRV AT TO1MLTINEDY—ILZ2FERT B EN. 58
HEHER T DIHDREDSETT,

5 https://github.com/alestic/ec2-consistent-snapshot

6 https://aws.amazon.com/marketplace/

7 http://aws.amazon.com/vpc/
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http://alestic.com/2009/09/ec2-consistent-snapshot
https://aws.amazon.com/marketplace/
http://aws.amazon.com/vpc/
https://github.com/alestic/ec2-consistent-snapshot
https://aws.amazon.com/marketplace/
http://aws.amazon.com/vpc/
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BIDFEE. 1 DOAREZIIRI 1 —AICTFEST DT SAIVUSRT LR 1—A
DLTYURRIERT D ETT, CNICKDN\w o7y I TOLINEEEEEN
F9, NUE 1 DDOREFRIRY 2 —LDHZE/I\Y IV ITITNERL, NNy
Y IITSAXYUS AT ATEETEINRWNZHTY, 722U, |RFAIC1 DD
MRUI—=AT/INYOTYITRCHDRINTA X ANESNDCE. BRUR
KRYU 2 —=LBAZXN 7TV —2 3 > (CRHUTEYTHDZ EZHERT DINE
NHDET,

AWS [C(d. T—IR-RADEZLDATZ 3> NHDET., EC2 12 AF 2R
THBEDFT —9INR—-—RX%ZEITI DN . Amazon Relational Database Service
8(Amazon RDS) TIRMEENDIVWINHIDIYR— REH—-EXFT—HIXR—-IAD
AT 3> &ERATEEFET., EC2 1> RXIATHEDT IR ZETL
TWLWBIHE(F. R1F7+TWY—)L (MySQL’. Oracle’. MSSQL". PostgreSQL"
12E) ZES>TIF7AIVCT—HZ/)\wOT7vITIBM [EBS RFvIS3v
hR—XDFE] THIAL TOWDBVWINDDHEEZE> T —FZEO/RY 1—
LDRFY T3y hEERTEET,

8 https://aws.amazon.com/rds/

9 http://dev.mysql.com/doc/refman/5.7/en/backup-and-recovery.html
10 http://docs.oracle.com/cd/E11882 o01/backup.112/e10642/rcmbcekba.htm#BRADV8003

1 hitp://msdn.microsoft.com/en-us/library/msi187510.aspx

12 http://www.postgresqgl.org/docs/9.3/static/backup.html

amazon
webservices


http://aws.amazon.com/rds/
http://dev.mysql.com/doc/refman/5.7/en/backup-and-recovery.html
https://media.amazonwebservices.com/AWS_Amazon_Oracle_Backups.pdf
http://msdn.microsoft.com/en-us/library/ms187510.aspx
http://www.postgresql.org/docs/9.3/static/backup.html
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